Exam Name: USDA-CYBERSECURITY-FY10
Exam Sequence ID: 23
Date: 9/24/2009

User ID:
User Name:

1 What is not PII?

A O Job title

B O Gender

C O Office phone numbers

D O Information about or associated with an individual

2 One easy way to protect your Government computer from internet threats is to:
A O Install spyware software.

B O Visit only web sites that use ActiveX or JavaScript code.

C O Avoid casual or unnecessary internet browsing.

D O Install software to prevent Denial of Service Attacks.

3 What should you do to ensure the physical security of USDA information, you should do all of the following except:
A O Allow people to enter the facility by following others.

B O Challenge people who dont follow physical security policies.
C O Know your organizations security policy.

D O Secure your office at night and during emergency procedures.

4 A file with which of the following file extensions is most likely to contain malicious code?
A O .jpg

B O .doc
C O .pdf
D O .bat

5 All of the following are examples of our nation's critical infrastructure except:
A O Water

B O Banking and finance
C O Colleges and universities

D O Transportation and border security
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6 Spyware can result in all of the following except:

A O Pop-up advertisements appear even when you are not online.
B O You see a new toolbar on your browser that you didn't install.
C O You receive E-mails that solicit personal information.

D O You computers configuration changes without your consent.

7 If your coworker is able to access your 401K account to check your balance, which secure system property is being
violated?

A O Confidentiality
B O Integrity

C O Availability

D O Authentication

8 Natural threats to information systems include all of the following except:
A O Fire

B O Insufficient cooling
C O Poor wiring
D O Hackers

9 Walt found a feature in his E-mail that allows him to automatically download attachments. He thinks this will give him
faster access to the attachments he gets. Using this feature can:

A O Eliminate viruses from his computer.
B O Activate a virus associated with an attachment without his knowledge.
C O Create peer-to-peer threats.

D O Make E-mail management more difficult.

10 Maria has been issued a USDA laptop. She should do all of the following to ensure that she complies with USDA
policy except:

A O Protect her user logon information.
B O Be careful of information visible on her laptop screen.
C O Ensure wireless security features comply with USDA policy.

D O Have someone watch her laptop at all times when traveling.
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11 Which of the following are an example of a security incident?

A O Attempts to send electronic junk mail in the form of commercial announcements.

B O Attempts by unidentified or unauthorized people to obtain sensitive personal or business information.
C O Loss of a government laptop containing personnel information.

D O All of the above

12 Edna wants to create a strong password. She should avoid all of the following except:
A O Sports teams

B O Birthdays

C O Special characters

D O Family or pet names
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